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DETAILED OFFICE ACTION 

1. Claims 1-54 have been examined. 

CLAIM REJECTIONS - 35 U.S.C 102 

2. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by another 
filed in the United States before the invention by the applicant for patent or (2) a patent granted on an 
application for patent by another filed in the United States before the invention by the applicant for patent, 
except that an international application filed under the treaty defined in section 351(a) shall have the effects 
for purposes of this subsection of an application filed in the United States only if the international 
application designated the United States and was published under Article 21(2) of such treaty in the English 
language. 

Claims 16, 18, 39, and 43-47 are rejected under 35 U.S.C. 102 as being anticipated by Chatani et 
al., U.S. Patent Application Publication Number 2002/0104019. 

3. Regarding claims 16 and 18, Chatani et al. disclose retrieving a console-based key stored 
on a console, retrieving a title-based key associated with a game title running on the game 
console, and deriving one or more keys from the console-based and title-based keys (see 
paragraphs 0029, 0033-0036, 0051; figures 2B, 3A). 

4. Regarding claim 39, Chatani et al. disclose obtaining a first and second key stored in 
memory associated with a game title running on a game console and deriving one or more keys 
from the first and second keys (see paragraphs 0029, 0033-0036, 0051; figures 2B, 3A). 

5. Regarding claims 43-45, Chatani et al. disclose a memory to store a first key (see 
paragraphs 0016, 0024, 0032), a game tide configured to execute on the game console, having an 
associated second key (see paragraph 0029), and a processor coupled to the memory, configured 
to derive at least one cryptographic key from the first and second key (see paragraphs 0016, 
0032-0036; figures 2B, 3A). 
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6. Regarding claim 46, Chatani et al. disclose identifying a particular server hosting the 
game title among several servers, which meets the limitations of discovering another game 
console hosting the game title (see paragraph 0020). 

7. Regarding claim 47, Chatani et al. disclose using the cryptographic key to establish a 
secure communication link with a remote game console over a network (see paragraphs 0003, 
0019, 0032). 



CLAIM REJECTIONS - 35 U.S.C. 103(a) 

8. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all obviousness 
rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth 
in section 102 of this title, if the differences between the subject matter sought to be patented and the prior 
art are such that the subject matter as a whole would have been obvious at the time the invention was made 
to a person having ordinary skill in the art to which said subject matter pertains. Patentability shall not be 
negatived by the manner in which the invention was made. 

Claims 1, 4-6, 8-13, 15, 19-26, and 48-51 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Rothschild et al., U.S. Patent Number 6,152,824, in view of Perlman, U.S. Patent Number 
5,586,257. 

9. Regarding claim 1, Rothschild et al. disclose a method comprising deriving a secret that 
is unique to a game console running a particular game title (see column 2, lines 1-14), and 
establishing a secure communications link between multiple game consoles over a network 
using the secret (see abstract; column 1, lines 27-43 and lines 59-67). 

Although Rothschild et al. disclose various networks including the Internet and ISDN, they fail 
to explicitly disclose the network being a local area network. Nevertheless it was well known in 
the art at the time of the invention that multiple gaming consoles that communicate over a 
network such as the internet can communicate equally as well over a local area network. 
Exemplary of this is Perlman, who discloses a game operating over a LAN using the same 
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principles as a WAN (see column 34, line 66 - column 35, line 37). In light of the teachings of 
Perlman it would have been obvious to one of ordinary skill in the art at the time of the 
invention to have communicated over a local area network, an equivalent network to the 
networks disclosed by Rothschild et al. 

10. Regarding claim 4, Rothschild et al. disclose discovering whether another game console 
on the network is hosting the particular game title (see column 4, lines 4-18; column column 7, 
lines 19-38), and exchanging secure communication keys between the multiple game consoles to 
facilitate secure multi-console play of the particular game title over the network (see column 4, 
line 52 - column 5, line 24; column 8, lines 35-62). 

11. Regarding claim 5, Rothschild et al. does not disclose the network to comprise an 
Ethernet segment, but Ethernet was a well-known component of networks at the time of the 
invention. Exemplary of this is Perlman, who discloses Ethernet as part of the local area 
network. In light of the teachings of Perlman it would have been obvious to one of ordinary 
skill in the art at the time of the invention to have communicated over a local area network 
using Ethernet. 



12. Regarding claim 6, Rothschild et al disclose a method comprising: 

generating at least one key that is secret to an authentic gaming system running an 

authentic game title (see column 4, lines 33-50; figure 7); 
discovering whether another gaming system on a common network is hosting the game 

title (see column 4, lines 6-18); and 
establishing a secure communication link between multiple gaming systems to facilitate 

multi-system play of the game title over the network (column 4, line 51 - column 

5, line24). 

Although Rothschild et al. disclose various networks including the Internet and ISDN, they fail 
to explicitly disclose the network being a local area network. Nevertheless it was well known in 
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the art at the time of the invention that multiple gaming consoles that communicate over a 
network such as the internet can communicate equally as well over a local area network. 
Exemplary of this is Perlman, who discloses a game operating over a LAN using the same 
principles as a WAN (see column 34, line 66 - column 35, line 37). In light of the teachings of 
Perlman it would have been obvious to one of ordinary skill in the art at the time of the 
invention to have communicated over a local area network, an equivalent network to the 
networks disclosed by Rothschild et al. 

13. Regarding claim 8, Rothschild et al. disclose broadcasting a request to join in playing the 
game title being hosted by another gaming system (see column 4, lines 3-25; figure 8). Note that 
the server disclosed by Rothschild et al. is a gaming system that is a host, and meets the 
limitations as claimed. 

14. Regarding claim 9, Rothschild et al. disclose a broadcast reply from the gaming system 
that is hosting the game title (see column 4, lines 19-25). 

15. Regarding claim 10, Rothschild et al. disclose cryptographically encoding, using a 
generated key, a request to join in (see column 4, lines 3-25 and 52-59; column 5, lines 45-59); 
playing the game title being hosted by another gaming system (see column 6, lines 33-67; 
column 12, lines 1-13); and broadcasting the request over the network (see column 4, lines 3-25; 
column 7, lines 19-38; figure 8). 

16. Regarding claim 11, Rothschild et al. does not disclose the network to comprise an 
Ethernet segment, but Ethernet was a well-known component of networks at the time of the 
invention. Exemplary of this is Perlman, who discloses Ethernet as part of the local area 
network. In light of the teachings of Perlman it would have been obvious to one of ordinary 
skill in the art at the time of the invention to have communicated over a local area network 
using Ethernet. 
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17. Regarding claim 12, Rothschild et al. disclose exchanging secure communication keys 
between the multiple game consoles to facilitate multi-console play of the particular game title 
over the network (see column 8, lines 35-63). 

18. Regarding claim 13, Rothschild et al. disclose broadcasting from a client game console 
over a network a request to join in playing a game title in a network gaming session being 
hosted by a host game console, the request containing a secret that is unique to the client game 
console running the game title, and broadcasting from the host game console over the network 
a reply to the request, the reply containing information that can be used to establish a secure 
communication link (see column 4, lines 4-59). 

Although Rothschild et al. disclose various networks including the Internet and ISDN, they fail 
to explicitly disclose the network being a local area network. Nevertheless it was well known in 
the art at the time of the invention that multiple gaming consoles that communicate over a 
network such as the internet can communicate equally as well over a local area network. 
Exemplary of this is Perlman, who discloses a game operating over a LAN using the same 
principles as a WAN (see column 34, line 66 - column 35, line 37). In light of the teachings of 
Perlman it would have been obvious to one of ordinary skill in the art at the time of the 
invention to have communicated over a local area network, an equivalent network to the 
networks disclosed by Rothschild et al. 

19. Regarding claim 15, Rothschild et al. does not disclose the network to comprise an 
Ethernet segment, but Ethernet was a well-known component of networks at the time of the 
invention. Exemplary of this is Perlman, who discloses Ethernet as part of the local area 
network. In light of the teachings of Perlman it would have been obvious to one of ordinary 
skill in the art at the time of the invention to have communicated over a local area network 
using Ethernet. 
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20. Regarding claims 19, 21, 22, 23, and 24, Rothschild et al. disclose creating a request to 
join in playing a game title being hosted by a host game console on the network and 
broadcasting the request over the network (see column 4, lines 4-18), receiving a reply from the 
host game console, the reply containing one or more session keys, and using the session keys 
from the reply to facilitate future secure communication with the host game console (see 
column 4, lines 19-25; column 4, line 52 - column 5, line 24). 

Although Rothschild et al. disclose various networks including the Internet and ISDN, they fail 
to explicitly disclose the network being a local area network. Nevertheless it was well known in 
the art at the time of the invention that multiple gaming consoles that communicate over a 
network such as the internet can communicate equally as well over a local area network. 
Exemplary of this is Perlman, who discloses a game operating over a LAN using the same 
principles as a WAN (see column 34, line 66 - column 35, line 37). In light of the teachings of 
Perlman it would have been obvious to one of ordinary skill in the art at the time of the 
invention to have communicated over a local area network, an equivalent network to the 
networks disclosed by Rothschild et al. 

21. Regarding claim 20, Rothschild et al. does not disclose the network to comprise an 
Ethernet segment, but Ethernet was a well-known component of networks at the time of the 
invention. Exemplary of this is Perlman, who discloses Ethernet as part of the local area 
network. In light of the teachings of Perlman it would have been obvious to one of ordinary 
skill in the art at the time of the invention to have communicated over a local area network 
using Ethernet. 

22. Regarding claims 25 and 26, Rothschild et al. disclose in a networked gaming 
environment where multiple game consoles are connected via a network and at least two game 
consoles are playing a same game title, a method comprising: 

forming an initial packet that contains first data used to derive a cryptographic key and 
computing a first hash digest of the initial packet (see column 5, lines 8-24); 
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sending the initial packet and the first hash digest to another game console on the 

network that is playing the same game title, and receiving a reply packet from 
the other game console, including a second hash digest and second data (see 
column 4, lines 4-18 and lines 52-59; column 6, lines 33-55); 

authenticating the reply packet using the second hash digest, and deriving one or more 
security association keys from the first and second data, the security association 
keys being used to secure communication between the multiple consoles (see 
column 4, lines 52 - column 5, line 24; column 8, lines 2-62). 

Although Rothschild et al. disclose various networks including the Internet and ISDN, they fail 
to explicitly disclose the network being a local area network. Nevertheless it was well known in 
the art at the time of the invention that multiple gaming consoles that communicate over a 
network such as the internet can communicate equally as well over a local area network. 
Exemplary of this is Perlman, who discloses a game operating over a LAN using the same 
principles as a WAN (see column 34, line 66 - column 35, line 37). In light of the teachings of 
Perlman it would have been obvious to one of ordinary skill in the art at the time of the 
invention to have communicated over a local area network, an equivalent network to the 
networks disclosed by Rothschild et al. 

23. Regarding claim 48, Rothschild et al. disclose a memory and a processor coupled to the 
memory, configured to generate at least one key that is secret to the game console when 
running an authentic game title (see column 3, lines 37-49; column 4, line 33 - column 5, line 7), 
the processor being further configured to discover, using the key, a host game console on a 
network that is hosting the game title and to establish a secure communication link with the 
host game console over the local area network (see column 5, lines 45-59; column 6, lines 33-55). 

Although Rothschild et al. disclose various networks including the Internet and ISDN, they fail 
to explicitly disclose the network being a local area network. Nevertheless it was well known in 
the art at the time of the invention that multiple gaming consoles that communicate over a 
network such as the internet can communicate equally as well over a local area network. 
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Exemplary of this is Perlman, who discloses a game operating over a LAN using the same 
principles as a WAN (see column 34, line 66 - column 35, line 37). In light of the teachings of 
Perlman it would have been obvious to one of ordinary skill in the art at the time of the 
invention to have communicated over a local area network, an equivalent network to the 
networks disclosed by Rothschild et al. 

24. Regarding claim 50, Rothschild et al. disclose discovering a host game console by 
creating a request to join in playing the game title and broadcasting the request over the 
network (see column 4, lines 4-25; column 5, lines 45-59). 

25. Regarding claim 51, Rothschild et al. disclose establishing the secure communication 
link by exchanging data with the host game console that can be used to derive a cryptographic 
key (see column 5, lines 8-24) 



26. Claim 17 is rejected under 35 U.S.C. 103(a) as being unpatentable over Chatani et al., as 
established above^in view of Murphy Jr. et al., U.S. Patent Number 6,006,266. Although 
Chatani et al. disclose deriving the key from the combination of the console-based key and the 
title-based key, they do not disclose the deriving as computing a hash function on a 
concatenation of the two keys. Nevertheless, hashing and concatenating two keys to derive a 
key was well known in the art at the time of the invention. Exemplary of this is Murphy Jr. et 
al. who disclose hashing and concatenating two keys to derive a single key comprised of the 
original two keys. In light of the teachings of Murphy Jr. et al. it would have been obvious to 
one of ordinary skill in the art at the time of the invention to have combined the keys using the 
method of Murphy Jr., in which the combination of the keys is more secure than two individual 
keys. 
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27. Claims 2, 3, 7, 14, 27, 30-38, 49, and 52-54 are rejected under 35 U.S.C 103(a) as being 
unpatentable over Rothschild et al. in view of Perlman, as established above, further in view of 
Chatani et al, U.S. Patent Application Publication Number 2002/0104019. 

28. Regarding claims 2 and 3, Rothschild et al. do not disclose keys for both the gaming 
system and the title, and deriving the key from the two. Nevertheless, creating a secret key by 
combining two keys was well known in the art at the time of the invention. Exemplary of this is 
Chatani et al., who in the similar field of endeavor of securing online games, disclose using both 
a console key and title key in combination (see paragraphs 0029, 0033-0036, 0051; figures 2B, 
3A). In light of these teachings it would have been obvious to one of ordinary skill in the art to 
have required an additional key related to the game title in order to provide an extra layer of 
security. 

29. Regarding claim 7, Rothschild et al. do not disclose keys for both the gaming system and 
the title, and deriving the key from the two. Nevertheless, creating a secret key by combining 
two keys was well known in the art at the time of the invention. Exemplary of this is Chatani et 
al., who in the similar field of endeavor of securing online games, disclose using both a console 
key and title key in combination (see paragraphs 0029, 0033-0036, 0051; figures 2B, 3A). In light 
of these teachings it would have been obvious to one of ordinary skill in the art to have required 
an additional key related to the game title in order to provide an extra layer of security. 

30. Regarding claim!4, Rothschild et al. do not disclose keys for both the gaming system 
and the title, and deriving the key from the two. Nevertheless, creating a secret key by 
combining two keys was well known in the art at the time of the invention. Exemplary of this is 
Chatani et al, who in the similar field of endeavor of securing online games, disclose using both 
a console key and title key in combination (see paragraphs 0029, 0033-0036, 0051; figures 2B, 
3A). In light of these teachings it would have been obvious to one of ordinary skill in the art to 
have required an additional key related to the game title in order to provide an extra layer of 
security. 
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31. Regarding claims 27 and 32, Rothschild et al. disclose: 

creating, at a first console, a request to join in playing the game title being 
hosted by a second game console on the network (see column 4, lines 4-18); 
cryptographically encoding the request using the cryptographic key (see column 4, lines 

33-50; column 6, lines 33-55); 
broadcasting the request over the network (see column 5, lines 45-59); 
cryptographically decoding the request, at the second game console, using the 

cryptographic key (see column 4, line 52 - column 5, line 7); 
generating, at the second game console, a reply that contains at least one session key, 

cryptographically encoding the reply using the cryptographic key, and 

broadcasting the reply over the network (see column 5, lines 8-24 and lines 45- 

59); 

cryptographically decoding the reply at the first game console, using the cryptographic 
key, and exchanging packets between the first and second game consoles, the 
packets being protected using the session key and containing data used to derive 
at least one security association key (see column 4, lines 19-25; column 6, lines 33- 
55); and 

establishing a secure communication link between the first and second game consoles 
using the security association keys to facilitate secure multi-console play of the 
game title (see column 6, lines 33-55). 

Rothschild et al. do not disclose keys for both the gaming system and the title, and deriving the 
key from the two. Nevertheless, creating a secret key by combining two keys was well known 
in the art at the time of the invention. Exemplary of this is Chatani et al., who in the similar 
field of endeavor of securing online games, disclose using both a console key and title key in 
combination (see paragraphs 0029, 0033-0036, 0051; figures 2B, 3A). In light of these teachings it 
would have been obvious to one of ordinary skill in the art to have required an additional key 
related to the game title in order to provide an extra layer of security. 
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Although Rothschild et al. disclose various networks including the Internet and ISDN, they fail 
to explicitly disclose the network being a local area network. Nevertheless it was well known in 
the art at the time of the invention that multiple gaming consoles that communicate over a 
network such as the internet can communicate equally as well over a local area network. 
Exemplary of this is Perlman, who discloses a game operating over a LAN using the same 
principles as a WAN (see column 34, line 66 - column 35, line 37). In light of the teachings of 
Perlman it would have been obvious to one of ordinary skill in the art at the time of the 
invention to have communicated over a local area network, an equivalent network to the 
networks disclosed by Rothschild et al. 

32. Regarding claim 30, Rothschild et al. disclose forming, at one of the first or second game 
consoles, a packet that contains the data used to derive the security association key (see column 
4, line 51 - column 5, line 24; column 8, lines 2-62), computing a hash digest of the packet and 
sending the packet and the hash digest to the other of the first or second game consoles (see 
column 4, lines 4-18 and lines 52-59; column 6, lines 33-55), and authenticating the packet using 
the hash digest at the other first or second game consoles (see column 4, line 52 - column 5, line 
24; column 8, lines 2-62). 

33. Regarding claim 31, Rothschild et al. disclose the data used to derive the security 
association key comprises values used by a cryptographic Diffie-Hellman function (see column 
4, line 52 - column 5, line 7). 



34. Regarding claims 33-38, Rothschild et al. disclose 

retrieving a console-based cryptographic key and creating a request to join in playing 

the game title being hosted by another game console on the network, encoding 

the request using the cryptographic key, broadcasting the request over the 

network (see column 4, lines 4-50); 
receiving a reply from a host game console, the reply containing at least one session key, 

exchanging packets with the host game console, the packets being protected 
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using the session key and containing data used to derive at least one security 
association key, and establishing a secure communication link with the host 
game console using the security association key (see column 4, line 51 - column 
5, line 24; column 34-55; column 8, lines 2-62). 

Although Rothschild et al. disclose various networks including the Internet and ISDN, they fail 
to explicitly disclose the network being a local area network. Nevertheless it was well known in 
the art at the time of the invention that multiple gaming consoles that communicate over a 
network such as the internet can communicate equally as well over a local area network. 
Exemplary of this is Perlman, who discloses a game operating over a LAN using the same 
principles as a WAN (see column 34, line 66 - column 35, line 37). In light of the teachings of 
Perlman it would have been obvious to one of ordinary skill in the art at the time of the 
invention to have communicated over a local area network, an equivalent network to the 
networks disclosed by Rothschild et al. 

Rothschild et al. do not disclose keys for both the gaming system and the title, and deriving the 
key from the two. Nevertheless, creating a secret key by combining two keys was well known 
in the art at the time of the invention. Exemplary of this is Chatani et al., who in the similar 
field of endeavor of securing online games, disclose using both a console key and title key in 
combination (see paragraphs 0029, 0033-0036, 0051; figures 2B, 3A). In light of these teachings it 
would have been obvious to one of ordinary skill in the art to have required an additional key 
related to the game title in order to provide an extra layer of security. 

35. Regarding claim 49, Rothschild et al. do not disclose second data associated with the 
game title and deriving the key from the two data. Nevertheless, creating a secret key by 
combining two keys was well known in the art at the time of the invention. Exemplary of this is 
Chatani et al., who in the similar field of endeavor of securing online games, disclose using both 
a console key and title key in combination (see paragraphs 0029, 0033-0036, 0051; figures 2B, 
3A). In light of these teachings it would have been obvious to one of ordinary skill in the art to 
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have required additional data related to the game title in order to provide an extra layer of 
security. 



36. Regarding claims 52 and 53, Rothschild et al. disclose first and second game consoles 
with network connections to facilitate connection to a network, the first and second consoles 
running the same game title , and the first game console being configured to discover the 
second game console by broadcasting messages over the network, the messages being secured 
by keys (see column 4, lines 4-25 and lines 52-59; column 5, lines 45-59). 

Although Rothschild et al. disclose various networks including the Internet and ISDN, they fail 
to explicitly disclose the network being a local area network. Nevertheless it was well known in 
the art at the time of the invention that multiple gaming consoles that communicate over a 
network such as the internet can communicate equally as well over a local area network. 
Exemplary of this is Perlman, who discloses a game operating over a LAN using the same 
principles as a WAN (see column 34, line 66 - column 35, line 37). In light of the teachings of 
Perlman it would have been obvious to one of ordinary skill in the art at the time of the 
invention to have communicated over a local area network, an equivalent network to the 
networks disclosed by Rothschild et al. 

Rothschild et al. do not disclose the two consoles generating identical keys by virtue of the same 
game title. Nevertheless, generating a unique key for a particular title, common to consoles 
running the same title, was well known in the art at the time of the invention. Exemplary of this 
is Chatani et al, who in the similar field of endeavor of securing online games, discloses a title 
key that is generated by consoles running that title (see paragraphs 0029, 0033, 0036; figures 2B, 
3A). In light of these teachings it would have been obvious to one of ordinary skill in the art to 
have utilized the title in creating the key shared between the two consoles in order to 
authenticate the title as well as the console. 
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37. Regarding claim 54, Rothschild et al. does not disclose the network to comprise an 
Ethernet segment, but Ethernet was a well-known component of networks at the time of the 
invention. Exemplary of this is Perlman, who discloses Ethernet as part of the local area 
network. In light of the teachings of Perlman it would have been obvious to one of ordinary 
skill in the art at the time of the invention to have communicated over a local area network 
using Ethernet. 



38. Claims 40-42 are rejected under 35 U.S.C. 103(a) as being unpatentable over Rothschild 
et al. in view of Perlman, as established above, further in view of Nguyen, U.S. Patent 
Application Publication Number 2002/ 0071557. 



39. Regarding claim 40, Rothschild et al. disclose computer-readable medium for a game 
console comprising computer-executable instructions that, when executed, direct the game 
console to: 

encrypt a request to join in playing a game title being hosted by a remote host game 

console on a network (see column 4, lines 4-25 and lines 52-59); 
broadcast the request over the network and listen for at least one broadcast reply from 

the host game console (see column 4, lines 19-25); 
upon receipt of the reply, extract at least one session key from the reply for use in 

facilitating future communication with the host game console (see column 5, 

lines 8-24); 

form an initial packet that contains first data used to derive a cryptographic key and 

compute a first hash digest of the initial packet using the session key (see column 
4, line 51 - column 5, line 24; column 8, lines 2-62); 

send the initial packet and the first hash digest to the host game console, listen for a 
reply packet from the host game console, the reply packet including a second 
hash digest and second data, and authenticate the reply packet using the session 
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key and the second hash digest (see column 4, lines 4-18 and lines 52-59; column 
6, lines 33-55); and 

derive at least one security association key from the first and second data, the security 

association keys being used to secure communication with the host game console 
(see column 4, line 52 - column 5, line 24; column 8, lines 2-62). 

Rothschild et al. do not disclose digitally signing the reply. Nevertheless, Nguyen, in the 
similar field of endeavor of secure network gaming, discloses communication between two 
gaming machines wherein the reply includes a digital signature (see column 0017, 0056, 0059, 
Claim 47). It would have been obvious to one of ordinary skill in the art at the time of the 
invention to have included digital signatures in the authentication method of Rothschild et al. in 
order to ensure that the reply came from the authentic sender, an objective of authentication. 



40. Regarding claims 41 and 42, Rothschild et al. disclose a computer-readable medium for a 
game console comprising computer-executable instructions that, when executed, direct the 
game console to: 

receive a request from a remote game console on a network, the request seeking network 

play of a game title (see column 4, lines 3-18); 
authenticate the request as being generated by an authentic game console ranning an 

authentic version of the game title, decode the request, and determine whether to 

allow the remote game console to play (see column 6, lines 33-67; column 8, lines 

2-62); 

in an event the remote game console is allowed to play, create a reply with containing at 
least one session key, and send the reply to the remote game console (see column 
5, lines 8-24); 

receive an initial packet directly from the remote game console, the initial packet 

containing first data used to derive a cryptographic key, authenticate the initial 
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packet using the session key and form a response packet holding second data 
used to derive a cryptographic key (see column 6, lines 33-55); 
send the response packet to the remote game console and derive at least one security 

association key from the first and second data, the security association keys being 
used to secure communication with the remote game console (see column 8, lines 
2-62). 

Rothschild et al. do not disclose digitally signing the reply. Nevertheless, Nguyen, in the 
similar field of endeavor of secure network gaming, discloses communication between two 
gaming machines wherein the reply includes a digital signature (see column 0017, 0056, 0059, 
Claim 47). It would have been obvious to one of ordinary skill in the art at the time of the 
invention to have included digital signatures in the authentication method of Rothschild et al. in 
order to ensure that the reply came from the authentic sender, an objective of authentication 



41. Claim 28 is rejected under 35 U.S.C 103(a) as being unpatentable over Rothschild et al. 
in view of Perlman and Chatani et al., as established above, further in view of Murphy Jr. et al., 
U.S. Patent Number 6,006,266. Although Chatani et al. disclose deriving the key from the 
combination of the console-based key and the title-based key, they do not disclose the deriving 
as computing a hash function on a concatenation of the two keys. Nevertheless, hashing and 
concatenating two keys to derive a key was well known in the art at the time of the invention. 
Exemplary of this is Murphy Jr. et al. who disclose hashing and concatenating two keys to 
derive a single key comprised of the original two keys. In light of the teachings of Murphy Jr. et 
al. it would have been obvious to one of ordinary skill in the art at the time of the invention to 
have combined the keys using the method of Murphy Jr. The motivation of combining keys to 
begin with is taught by Chatani et. al. 



42. Claim 29 is rejected under 35 U.S.C. 103(a) as being unpatentable over Rothschild et al. 
in view of Perlman and Chatani et al, as established above, further in view of Nguyen, U.S. 
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Patent Application Publication Number 2002/0071557. Rothschild et al. do not disclose 
digitally signing the reply or computing an encryption key. Nevertheless, Nguyen, in the 
similar field of endeavor of secure network gaming, discloses communication between two 
gaming machines wherein the reply includes a digital signature (see column 0017, 0056, 0059,. 
Claim 47). It would have been obvious to one of ordinary skill in the art at the time of the 
invention to have included digital signatures in the authentication method of Rothschild et al. in 
order to ensure that the reply came from the authentic sender, an objective of authentication. 



CONCLUSION 

43. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Daniel M. Ungar whose telephone number is 571.272.7960. The 
examiner can normally be reached on 8:30 - 6:00 Monday - Thursday, Alt. Fridays. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner s 
supervisor, Gilberto Barron can be reached on 571.272.3799. The fax phone number for the 
organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http:/ / pair-direct.uspto.gov. Should you have questions on access to the Private 
PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 
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